Why this second document…

My first “examcram” was written in ignorance of the product really. I was just “book learning”. Since then I have much more practical hands on knowledge. As such I thought I would be a good idea to revisit the online PDF guide from VMware – and see if there was anything I over looked or didn’t realise the significance or importance of until now…. Hence “reloaded”

Chapter 3: Creating & Configuring Virtual Machines

Misc

· ASCII characters ONLY in the name of the VM

· Before 2.0 the vmx file had a cfg extension, these can be registered with ESX and will work…

· The default disk size offered when creating a new disk is 4000MG unless there is less than space offered on the VMFS volume(s) selected

· Name of vmware tools service in linux is held and has help options at /etc/vmware/vmware-guestd –help

· It supports running a command at halt/reboot

· While you need to download a driver for LSIlogic for W2K/XP, Linux distributions shouldn’t require it – Suse8.1 has a driver – but there’s a problem with it

· There is away of adding the LSI logic adapter without adding a HD, but it’s fiddly and involves editing the VMX file – you still need to download and install the driver – anyway

· To configure a VM with 2xVirtual CPU’s the server must have two Phyiscal CPU’s or more. You cannot cheat and have 1xPhysical CPU with hyper-threading enabled – and trick ESX into thinking that is 2xPhysical CPU’s

· W2K VM’s installed with one cpu, then changed to 2cpu need there HAL updating from using the ACPI uniprocessor HAL to the ACPI multiprocessor HAL. See, http://support.microsoft.com/default.aspx?scid=kb;EN-US;237556
· Downgrading from Multi-to-Uni, is physically possible, not supported – and actually reduces performance
· Upgrade paths

· 1.5 vms work ok, but an upgrade process is required to take adv of new features – in legacy mode you would be limited to uniprocessor mode only
· There would be an “Upgrade Virtual Hardware” option in the “Hardware” page of the VM
· <1.5 have to be upgraded to 1.5 first! Then on to 2.x

· 1.5.2 and Window 2003 – you have to edit the guestos variable in the VMX file
· WS/GSX disk with a redo – either discard or commit – you cannot keep the redo…! 
· WS/GSX disk – your limited to uniprocessor

· You can drive geometry errors from GSX to ESX – after import – use vmkfstools –g to find out the geometry, and add a scsi0:0.biogeometry entry to the vmx file – and add numbers for cylinders/heads/tracks – such as 261/255/64

· When you import a disk via the mui – you should see the dialog message – if you don’t there is probably a problem with the source COW disks

· They make it clear only one person at a time should change the settings of a VM in the MUI – you can have conflicts between a MUI user and a Remote Con
sole user
· The UUID is stored in the SMBIOS system descriptor – and can be found using management software such as SiSoftware Sandra or IBM’s smbios2

· You can have a static UUID (like having a static MAC) by adding a line to the VMX called uuid.bios – this means you can move a vmx file from one location to another – with getting the UUID error

· Similar software can normally used to retrieve the vendor & product id – by default this returns VMware – you can add a line to the vmx – to have smbios products return Microsoft NT4 – with the smbios.reflecthost = TRUE
Using PXE

· Use it with MS RIS now called ADS in 2003

· Redhat Installer PXE package

· Deploy a ghost/altris image to the server

· Boot a linux box disk less and run it across a network

· Recommend PXE at the top of the boot order

· Whats been tested?

· Lots!

· But Windows XP installation is not supported via PXE

Chapter 3: Using the MUI to Manage VM’s
· The MUI management pages – refresh every 90sec

· You can store the VMX on a NFS – but apparently this cause update problems in the mui

· Apparently your permissions to a VM are listed in more friendly way in Users & Rights – than by looking at permission in the file manager/service console
· Renaming the volume label or moving the location of dsk files – will a fail a VM that has been suspended

· Busy VM’s do not always report 100% heartbeat – not a worry – only if they become zero…

· When you allocate ram it must be in multiples (divisible) by 4

· If you have external scsi tape drive – you use Add Hardware, and choose generic scsi device, and use vmhbaA:T:L:V (Host Bus Adapter/SCSI Adapter: Target/Storage Port: LUN: Volume/Partition) to access it

· Generic SCSI device can also be used to access /dev/disks as well

· There is an excess debug option in the options page of VM – which goes beyond the normal vmware.log

· You can exceed the 6 disks/scsi adapter by adding to the VMX file - scsi0:8.present = TRUE. This enables ID8 (you cannot use 7 as the adapter uses this id) then add scsi0:8 = \vmfs\local:data8.dsk – you can carry on to 15 id
Chapter 4: Remote Console

· 3xRC sessions on one VM at a time. 80xRC sessions on 1 esx server max

· Shrink option is used for EXPORTS from ESX to GSX!

· Ok they claim cut & paste – keystrokes/menus between two VMs and a VM and Workstation
Chapter 5: The Service Console

· The purpose of the VMware service console is to start up and administer your virtual machines. It is a customized version of Linux based on the Red Hat 7.2 distribution. It has been modified so it can be managed by the VMkernel.

· When you share the Service Console NIC with VM’s – you MUST have a STATIC ip…
· Search for a piece of text in a file - 

” find -name '*.vmx' -exec grep -il 'SOMETHING' {} \; 

Find all files in this directory and all subdirectories that end with .vmx and look for the pattern SOMETHING in each of the files. The -i option to grep makes the search case-insensitive. The -l option to grep causes grep to display the names of the files that have SOMETHING in them. When a file is found that contains SOMETHING, this command displays the full path to the file from the current directory (for example, ./virtualmachines/Linux/RedHat71Test/redhat71.vmx).

· Ifconfig – displays nic info at the service console

· Lspci – to list PCI devices available to the service console

· Vmware-device.map.local – explained!

· Used to allow VM’s to access local hardware…

· They mention Generic Tape & Media Changers…

· .local survives upgrades, so you can upgrade from 2.1 to 2.1.1 without losing your settings!!!


· The /etc/vmware/vmware-device.map file contains a list of devices

· supported by ESX Server. This release includes support for a local version of this file,/etc/vmware/vmware-device.map.local. Modify the vmware-device.map.local to select different device drivers. This file is not modified during an ESX Server upgrade, preserving your customizations. The vmware-device.map.local is read when the VMkernel is loaded:

· Any changes to the vmware-device.map.local file require a reboot, or atleast an unload/reload of the VMkernel to take effect.
· Entries in the vmware-device.map.local files are used in addition to theentries in the vmware-device.map file. The vmwaredevice. map.local file does not need to mirror the vmwaredevice. map file.
· Any vmware-device.map.local file entries that correspond to thevmware-device.map file entries supersede the vmware-device.map file entries.
Chapter 6: Administering ESX Server
· VLAN’s - To create a port group, there must be an existing network configured
· By default, the vmkernel, not the guest OS handles the VLAN processing of internet frames – you stop this behaviour, and make the guest OS handle it instead – you add Net.VlanTrunking = 1 to the ESX server advanced settings…
· You cannot change any partitions set up when you installed ESX Server. These include any volumes with a Linux file system or that are used for Linux swap space.

· If a core dump file does not exist on the disk, you are offered to create one

· You have to deactivate the vmkernal swapfile if you wish change accessibility modes from public to shared

· The default maximum size of a virtual disk is 144GB – this can be exceeded

· You can view WW Port names which are unique to each HBA – on the Adapter Bindings page

· If you are running a large number of virtual machines on the same disk as the service console, consider increasing the minimum processor percentage. Otherwise, you may notice performance problems with the service console, even if the virtual machines are idle

· You should periodically check the VMkernel warning and alert messages for out of memory errors, hardware failures and so on.

Chapter 7: SNMP

· Traps are not generated immediately when virtual machines are registered using the VMware Management Interface. To enable trap generation, you must restart vmware-serverd. You may restart vmware-serverd by rebooting the server or by logging in to the service console as root and issuing the command

killall -HUP vmware-serverd
Chapter 8: Using VMKernel Device Modules

· /etc/vmware/hwconfig — Automatically supply extra parameters to a driver when it is loaded during bootup.

· /etc/vmware/vmkmodule.conf — Supply extra parameters to a driver, add or prevent a driver module from loading, or determine the order in which the driver modules are loaded during bootup.

Chapter 10: Storage and File Systems

· You commit a redo file using either vmware-cmd or vmkfstools –m

· If I remember rightly – vmware-cmd can do it ONLINE, but vmkfstools can only do in OFFLINE. i.e the vm has be switch off…

· When virtual machines access a file on a shared VMFS, the file system metadata becomes read-only. That is, no virtual machine or user command can create, delete or change the attributes of a file.

Chapter 11: Clustering

· ESX Server clustering capabilities are ideally suited for development, testing and training applications. Any clustering configuration based on ESX Server should not be deployed in a production environment unless it has been rigorously tested and reviewed

· For maximum flexibility, put each shared virtual disk on a separate VMFS on a separate SCSI disk (or LUN). The reason for this is that SCSI reservation can be done only at the granularity of a complete SCSI disk or LUN. If two shared virtual disks are on the same VMFS, reserving one disk will also reserve the other disk. If you choose to put more than one shared disk on the same VMFS (as in the CHAPTER 10 Configuration for Clustering 347 example installation above), always put these virtual disks in the same MSCS resource group. That ensures the disks are always reserved by the same computer and are always failed over at the same time. 

· Ensure that the swap file for each ESX Server machine is not on any of the physical shared disks. Since the shared disks are reserved by one host or another, the swap file may become inaccessible to one host or the other during the operation of the cluster.

· The “The driver detected a controller error on \Device\Scsi\BusLogic3” explained – “The errors are reported because the active node of the cluster has reserved the shared virtual disk. The passive node periodically probes the shared disk and receives a SCSI reservation conflict error.”

· One of the points of LUN Masking or Zoning – is to stop multiple writes going to the SAME lun

Chapter 11: Networking
· You use the MUI to adjust speed/duplex for VMkernel,  and modules.conf for the Service Console

· It is possible to share the service console NIC with VM’s – this could be useful to me – it will allow me to have a NIC team with only 2 NICs rather than having have 3 physical nics

· Finding Bonds and Adapters in the Service Console When you bind together adapters in a virtual switch, ESX Server assigns a bond number identifying the new logical grouping of  physical adapters. You will need to know the bond number in order to configure the bond options described below. Check /etc/vmware/netmap.conf to determine the bond number  assigned to a virtual switch.

· LB on Teamed/Bonded NICs – can be done by MAC, IP, or set 1 NIC to be primary, and the second NIC to be standby
Chapter 12: Resource Management

· If you run several virtual machines with similar guest operating systems on ESX Server, then likely, you will be able to have a higher over-commitment of memory, without noticing a performance degradation in ESX Server. In general, similar guest operating systems enable greater memory sharing in virtual machines.

· However, they may compete on other resource such as CPU, Network, Disk – were similar “sharing” is not currently available

· If you notice slow performance on all your virtual machines, then examine CPU usage. Check and see how much idle time each processor has. Also, check overall system CPU utilization through the VMware Management Interface. If the processors are not taxed, and total system CPU utilization is under 80%, then the problem is probably not CPU usage.

· If the problem is with CPU resources, then increase the CPU minimum of the service console and see if that solves the problem.

· To optimize performance, you can use other third-party software, such as Virtual Network Computing (VNC) viewer or Microsoft Terminal Services to connect to your virtual machine, without consuming CPU resources in the service console.

· Admission Control Policy

· VMware ESX Server uses an admission control policy to ensure that sufficient unreserved memory and swap space are available before powering on a virtual machine. Memory must be reserved for the virtual machine’s guaranteed minimum size; additional overhead memory is required for virtualization. Thus the total required for each virtual machine is the specified minimum plus overhead. The overhead memory size is determined automatically; it is typically 54MB for a single virtual CPU virtual machine, and 64MB for a dual-virtual CPU SMP virtual machine. Additional overhead memory is reserved for virtual machines larger than 512MB.

· Swap space must be reserved on disk for the remaining virtual machine memory — that is the difference between the maximum and minimum settings. This swap reservation is required to ensure the system is able to preserve virtual machine memory under any circumstances. In practice, only a small fraction of the swap space may actually be used.

· Similarly, while memory reservations are used for admission control, actual memory allocations vary dynamically, and unused reservations are not wasted. The amount of swap space configured for the system limits the maximum level of over-commitment. A default swap file size equal to the physical memory size of the computer is recommended in order to support a reasonable 2x level of memory overcommitment. You may configure larger or smaller swap files or add additional swap files.

· If you do not configure a swap file, memory may not be overcommitted. You may configure the swap file using the VMware Management Interface (Swap Configuration in the Options page) or from the service console using the vmkfstools command.

· You can create additional swap files using the vmkfstools command. You should consider adding additional swap files if you want to run additional virtual machines 

Troubleshooting…

Note:

I added this because the PDF online doesn’t really have a set troubleshooting section but the authorised courseware does. I thought I was important to make notes on these

Service Console Problems

· If too little RAM – performance of Remote Console/MUI suffers

· Runs out of swap – randomly killed processes, unable to start new VM’s

· Out of disk space – MUI fails to open, nothing captured in log files, limits space for templates or “Golden Masters”

Using ROOT Inappropriately

· Audit trail obscured

· Increase dangers of errors by operator error

· Administrative conflicts caused by two people being ROOT at the same time

· Difficult to change ROOT password

· Ownership issues with the VM’s

Install Issues

· Only devices with a VMkernel driver will be available to the vmkernel

· Held in /usr/lib/vmware/vmkmod

· Install use IOPIC to allocate interrupts to PCI devices – if you PCI device is not found, but you know it is supported & a driver exists then try noapic at install prompt

· Detach remote/external storage to the SAN during the installation

Working with VMware Support

· Locate the VM’s world number in the monitor log in the directory of the VM

· Cross reference to the VMkernal log

· Run /usr/bin/vm-suppport to capture configuration to tgz file for upload to support

Common causes of PSOD

· General hardware problems

· NMI ECC or Parity Error

· Memory failures generally

· VMware can id the failing bank from a captured PSOD

Key ESX Server Logs
· Syslogd handles both the VMKernel logs

· And the Service Console logs

· Key vmkernel log files are

· vmksummary

· vmkernel

· vmkwarning

· Key service console logs is

· Messages

Can’t start a VM?

· Permissions?

· Changed vmhba values… should use vmfs volume names where possible

· Not of RAM

· Not enough Reserved Swap

· Service Console as no IP

· Virtual disks are corrupted or in COW format

Can’t connect to the MUI

· IP?

· DNS?

· Service Console root file system maybe full – check with df –h

· Service Console may have run out of swap

· Processes killed randomly

· Check if mui is running

· Restart the MUI with services httpd.vmware restart
Can’t connect with Remote Console

· IP?

· DNS?

· NIC/Speed/Duplex mismatches

· Root file system maybe full

· Remote consoles port number might have been changed from 902 to something else

Remote Console performance is poor

· Service console swap

· NIC Speed/Duplex mismatch

· Network path to VM is low – lower graphics settings; operate linux without a GUI

· Switch off CD-ROMs/Floppy

· Connect with VNC/TS/Citrix

