Chapter 3:
Installing VMware SRM
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No Support for Microsoft Cluster Service (MSCS)
SRM cannot be configured as an application for failover with MSCS. Virtual machines running MSCS cannot be
used for SRM protection.

Experimental Support for RDMs
SRM supports RDMs experimentally. VMware encourages you to try features in test environments and report
issues, but do not put RDMs in production SRM workflows.

Mixed mode SQL Server Authentication
When configuring a database connection to a SQL Server database that is not on the same host as the SRM
Server, select mixed mode rather than Windows authentication.

Credentials for Data Source Name (DSN)

During installation, SRM requests the datastore name and credentials for DSN. SRM encrypts and stores these
internally in a credentials store. If the credentials for the data source change, you must update the credentials store
to match. This is done by running the installcreds.exe utility found in the installation directory.

SRM Server Installation Fails and Reports the Error  : "Failed to Register Extension"

During the SRM Server installation, the installation fails and reports the error message: "failed to register
extension." SRM reports this error if VirtualCenter Server has license issues. For example, if the VirtualCenter
Server isn't licensed, or it lost connection to its license server, registration of the extension fails during installation.

Static IP addresses for Servers are Strongly Recomm  ended
It is strongly encouraged that you use static IP addresses for servers hosting the SRM, VirtualCenter, and database
servers. Problems have occurred when IP addresses change during testing.

Vmomi.Fault.NoPermission Error Displayed if User Do es Not Have Appropriate Permissions
If a user does not have the appropriate permissions to perform an operation, the error text
"Vmomi.Fault.NoPermission" displays.

[Mike’s Note : | had this one while writing this book, but only read the release notes towards the end. | thought it
was a bug. RTFM. RTFM. RTFM]

Protected Sites Shows "Unable to Connect" After Suc cessful Connection
After successful connection between protected and recovery sites, the protected site reports "Unable to Connect"
and eventually reports the error: "Low Resources on Pair..."

Workaround :
1. Restart the SRM Service.
2. Close the VI Client for the recovery site.
3. Break the connection and configure connection from the protected Summary page.
4, Start the VI Client and log in to the recovery site.
5. Select Site Recovery and configure the connection from the remote site.

When Pairing Sites, Use Trusted Certificates

When pairing sites and the certificates of the recovery-site VirtualCenter Server and SRM Server are not trusted by
the protection-site SRM server, yellow warning triangles, rather than green check boxes, appear to the left of the
Certificate Validation steps. The yellow warning triangles warn the user that the given certificates did not pass the
validation requirements that the certificates be signed by a trusted Certificate Authority (CA) and have a DNS value
matching the address of the server. During the pairing, the user indicated that the certificates should be accepted
based on their SHA-1 thumb-prints. It is a serious security violation to accept certificates based on their thumb-
prints without verifying that the thumb-prints are correct

[Mike's Note: | saw this in the beta but not in the GA. Perhaps this is because to reduce the number of pop-ups |
always ignore, and add the certificate to the certificate stores.]

A Stop Button Appears After Starting a Recovery Pla  n Test

Occasionally, after you start recovery test for the first time, a "Stop" button appears with the message: "Stop
Recovery. Are you sure you want to stop this recovery plan? This process may take several minutes."
Workaround : Click "No." The test proceeds and completes successfully

[Mike's Note : I've seen this one an awful lot. A couple of times it happened | thought | was losing my marbles]



Running a Recovery Test and Verifying HA

Running recovery tests, SRM is unable to a create test-Bubble vSwitch for hosts in HA clusters. To run test
recovery and verify HA, use the "Test Networks" feature to connect the network used for HA. This known issue
does not affect the recovery test. During a real recovery, SRM will map all networks.

Virtual Machine Power State is Not Preserved if Con  verting From a Template

If you test a recovery plan containing a template that is placed in the "Recover No Power On Virtual Machines"
step, and you convert the template to a virtual machine and turn it on, the template does not become unregistered
in the recovery plan. To unregister the virtual machine, you must manually power-off, unregister, and re-register the
virtual machine.

If a Linux Virtual Machine is Set to Use DHCP, its  Networking May Not Work Correctly During Tests

Consider the following scenario: The test network, that virtual machines are placed into, does not contain a DHCP
server. When Linux virtual machines are set for DHCP networking boot up and cannot find a DHCP server, they
can take a very long time to timeout and may not boot properly. Windows virtual machines do not work this way.
They are able to formulate a DHCP address when they cannot find a DHCP server.

Workaround: Create your own test network that contains a DHCP server and configure the shadow virtual
machine to use this network as the test network. This will allow the Linux virtual machine to find the DHCP server
and work correctly.

SRM is Incompatible with DRS Clusters That Mix ESX 3.5 and ESX 3.0.x Hosts

SRM does not support using ESX 3.5 and ESX 3.0.x versions of ESX Server in DRS clusters. Virtual machines fail
and report errors during customization and resource pool configuration fails.

Workaround : Create DRS clusters using ESX hosts of the same version.

Changing the ESX Hosts Advanced Option to Improve R escan Time
You can improve rescan times by setting the Advanced Option Scsi.RescanAllHbas on ESX
hosts. If rescan times on ESX hosts are longer than 10 minutes, you may want to set the following Host
Advanced Option: 'Scsi.RescanAllHbas’ to’l.

Changing the Command Line Timeout on ESX Hosts
You can change the command line timeout default using the
<calloutCommandLineTimeout></calloutCommandLineTimeout> parameter in the vmware-dr.xml
file. The value has a unit of seconds and the default value is set to 300 seconds. By default, SRM kills
callout scripts that take more than 300 seconds to complete. You may want to increase the timeout
value if using custom callout scripts that take more than five minutes to complete.

RDM Descriptors Must be Placed on a Replicated Data  store
In order to protect virtual machines that use raw disk mapping (RDM) devices, ensure that the RDM
descriptor files reside on replicated datastores. Placing the RDM descriptor files in the same datastore
as the .vmx file that refers to them is highly recommended.

Custom Scripts in Recovery Plans are Executed asth e Local Administrator
SRM callouts to custom scripts run as the local administrator and not as the user logged into the VI

Client.
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