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Chapter 2: Getting started with Lefthand
Network’s VSA Virtual Appliance

Note:

LeftHand Networks are a company that provides both physical and virtual storage IP
based appliances in the iSCSI SAN market. In particular they have virtual appliance
called the VSA which is downloadable from their website for a 30-day evaluation period.
In this respect its ideal for any jobbing server guy to download and play with in
conjunction with SRM. If you follow this guide to the letter you should end up with a
structure that looks like this in the VSA’s management console, with the friendly names
adjust to suit your own conventions.

=4 Getting Started
=] EIE ProtectedManagementGroup
"8 Administration f
@ Sites
B = Protected_Cluster
Bl [=] Storage Modules (1)

B 2 yaa1 rfm-ed.couk
Alerts
@ Hardware
G SHMP
.

IFT] Storage
e TCPAP Metwvork
B [&! Yolumes (1)

B i@ vituslmachines (3)
i@ firtusimachines RS Sch 1 _Prid41] &
& virtualmachines _RS_Sch_1_Pri.140 v
& virtusimachines_RS_Sch_1_Pri139 G '
&= EIE RecoveryhanagementGroup 'y

5, Administration B %

& Sites &
= Recovery_Cluster ]

Bl [=] Storage Modules (1)

Bl ¥ yza2 ifm-ed.couk G
Alerts
@ Hardware G
ke ShMP
(3 storage B
% TCPIP Metwvork il

B [& valumes [
&= replica_of_vituamachines (5] B

5 Minusimachines RS Sch 1 _Rmt141]
=] vitualmachines _R5_Sch_1_Rmt.140
=] vitualmachines _R5_Sch_1_Rmt.138
=] vitualmachines _R5_Sch_1_Rmt.135
=] replica_of_vitualmachines _S5_1
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Some Frequently Ask Questions about LeftHand
Network’s VSA

1. What are the recommend minimums for memory and CPU?
1GB RAM, 1 vCPU offering 2Ghz of CPU time or larger. The adding of additional
vCPUs does not significantly improve performance

2. Should the VSA be stored on a Local VMFS volume OR a Shared VMFS
volume?
Depends entirely on the quality of the storage. If you local storage is faster and
offers more redundancy that any remote storage you have - then you would use
local storage. In some environments you might prefer to use shared storage to
facilitate backup, deployment, and allow for redundancy/performance with
VMware DRS/HA

3. VSA is licensed by MAC address - should you use a static MAC address?
It is recommended to use a static MAC address if you decide to purchase the VSA.
If you are just evaluating VSA or simply using it to evaluate SRM it is not
required, just recommended

4. Can you use VirtualCenter cloning to assist in creating multiple VSAs?
Yes. But the VSA must not be configured or in a management group. If you have
procured a licensed version of VSA be aware that that template deploy process
generates a new MAC address for the new VM, as such will need licensing or
relicensing after being deployed

5. Setting up two VSAs in a management group with all the appropriate
settings takes some time. Can you use the clone feature in VirtualCenter
to reset lab environments?

Yes, simply right-click the Management Group - and choose the option to
Shutdown Management Group. You can then clone, delete and re-clone again.
The cloning process does not change the MAC address but, the template process
does. An alternative to this approach is to learn the Lefthand Networks CLI which
allows you to script this procedure. This is not covered in this guide.

6. Can you capture the configuration of the VSA’s and restore it?
Yes and No. You can capture the configuration for support purposes but not for
configuration. Future versions of the VSA may have this ability. Perhaps capturing
the configuration to an XML file which would allow for its reloading. This would
stop the need to clone or script the high-level configuration process that occurs in
the Management Console

Download and Upload the VSA

Currently, the VSA is not in the downloadable “Open Virtual Machine Format” (OVF).
Instead you download it as a ZIP file, and then upload and extract on your ESX host. The
ZIP file contains a virtual disk file and other files that make up a virtual machine, but
these other files are not compatible with ESX 3.5. So you will have to make a hew VM,
and point the virtual machine to the VSA virtual disks. The VSA runs on a Linux kernel
and will use Other Linux (32-bit) as its virtual machine type. Anyway, let’s cut to the
chase - let me take you through that process. In the meantime you might as well begin
downloading the VSA from here:

http://www.lefthandnetworks.com/products/vsa.php

There is a blog, forum and PDF guide available on the site as well.
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Create the VSA Virtual Machine

1. Right-click your ESX host

2. Choose New Virtual Machine

3. Choose Custom

4. Type in a name for your VSA such as vsal.rtfm-ed.co.uk

Note:
You will have to create two VSAs as that’s kinda requirement to have both
replication or snapshots for DR/BC configuration! ©

5. Choose a Local VMFS Volume

Note:

I've opted used local storage as opposed to my SAN. The SAN I have is quite old,
slow and I have limited disk space. This virtual appliance is going to have some
overhead attached to given that it will run as VM on VMFS volume offering up
LUNs (which are in fact virtual disks) to ESX hosts, which in turn will format those
as VMFS volumes to store other VMs. That’s right I'm going have a VMs stored
within another VM. VSA wasn’t designed for this purpose although it does work. I
thought putting my VSA on local storage would be best for reducing any
virtualization overhead on the disks, and because I have plenty of free local disk
storage

6. Choose Linux and Other Linux (32-bit) as the Guest Operating System
7. Choose 1-vCPU and at least 1GB of RAM
8. Attach the VM to a port group

Note:

This will need to be accessible from your other ESX Hosts. If you are using the
Software iSCSI Initiator like I will remember you also need both a vmkernel port
group and service console port group to access the iSCSI appliance

9. Select LSI Logic as the virtual SCSI Controller for the VM
10. Choose Do not create disk

Note:
We will be shortly unzipping and extracting the downloaded files to the directory
created by process above, and attaching them to the VSA VM.

Extract the VSA ZIP File

The VSA contains a number of files but we only require the virtual disks. I uploaded my
VSA zip to the SAN for further use and to centralize its storage.

You can extract the VSA virtual disk files using the Service Consoles ZIP utility like so:

unzip /vmfs/volumes/isos/lefthand-networks-activate-vsa_esx.zip *.vmdk -d
/vmfs/volumes/esx1\:storagel/vsal/

Note:
Here I'm extracting just the VMDK files from the zip with *.vmdk -d. The source is my
ISOs datastore and the destination is the virtual machine directory of /vsal

Add the Virtual Disks
1. Right-click your VSA
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2. Select Edit Settings

3. Click the Add button to add hardware

4. Select Hard Disk as the type

5. Choose Existing Disk

6. Select the first disk named, VSA.vimdk

7. Select SCSI 0:0 as the location as this is the boot disk
Note:
Repeat this for the second virtual disk called VSA_1.vmdk but this time attach it
to SCSI 0:1

8. Next add in a third and final disk. This disk will be volume presented to your
ESX hosts. As such you will want to make it as big as possible as you will create
VMs here. Additionally it must be located on SCSI 1:0

@ Add Hardware Wizard

Specify Advanced Options
These advanced options do not usually need to be changed.

Device Type Specify the advanced options For this virkual disk, These options do nok normally need
Select a Disk, to be changed.

Disk. Capait: _
Advanced Options ’—'v'n'tual

Ready to Compleke

—Mode
[ Independent
Independent disks are not affected by snapshats,

| Persistent
Changes are immediately and permanently written to the disk.,

" Monpersistent

hanges to this disk are discarded when vou power off or revert ko the
snapshat,

O ™ & SRS 3 | [T B

Note:

Later when we create volumes in the VSA, I will use “thin provisioning” to present
this disks a 1TB LUN. Despite doing this — the larger this third disk is the more
space you will have for your virtual machines.

Licensed by Virtual MAC Address

Before you power on the VSA for the first time, you might want to consider how the
product is licensed should you wish to use VSA beyond the 30-day evaluation period.
VSA is license by the virtual MAC address of the VM generated by VMware at power on.
Whilst this auto-generated MAC address shouldn’t change, it can do in some case where
you register and unregister a VM from one ESX host to another. Additionally, if you fail
to back up the VMX you could lose this information for ever. Lastly, if for whatever
reason you clone the VSA with VirtualCenter clone/clone to template facility, a brand-
new MAC address is generated at that point. To be 100% sure you might prefer to set
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and record a static MAC address to your VSA. It depends on your circumstances and
requirements. If you wish set a static MAC address in the range provided by VMware.
Since Vi3.5 you have been able to set a static MAC address

[} vsal - ¥irtual Machine Propetties i -0k
Hardware |Optign5 | Resources | Yirkual Machine Yersion;
Hardware | summary | [~ Device Status b
Memary 1024 MB I Connected J
88 CPUs 1 ¥ Connect at pawer on i
& Floppy Drive 1 Client Device &
% COYDYD Drive 1 Client Device — Adapter Type B
BB Mebwork Adapter 1 Production | e sk Flexible ?
SCSI Contraller 0 LSI Logic J—
& Hard Disk 1 irtual Disk e —— S
&3 Hard Disk 2 wirtual Disk 0:50:56:04: 2001 ’
© 58I Contraller 1 L3I Logic -
&= Hard Disk 3 Wirtwal Disk % Automatic " Manual {
" L I__—--"'"'f )
Metwork label: IProduction hd I
Add... | Remove | }
4

|

'WM"“‘“*M‘#’?r“m"-,a.ﬁlfL“'\ ‘J’«\MJOKﬂl Cancel

Whatever you chose static or dynamic - be sure to make a record of the MAC address so
your license keys (if you have purchased one) can be used if you want to completely
rebuild the VSA from scratch. Lefthand Networks recommend a static MAC address.

Primary Configuration of VSA Host

Before you consider the first power on and primary configuration — you might want to
consider your options for creating your second VSA. Although it doesn’t take long adding
in the VSA, we currently have a VSA which is in a clean and un-configured state. To
rapidly create a second VSA - you could run a VirtualCenter “clone” operation to
duplicate the current VSA VM configuration. You can do this is even if the VM is located
on local storage as is the case with my VSAL.

Lefthand Networks do not support cloning the VSA once it is in a management group
setup with the client console used to manage the system.

The primary configuration contains setting the hostname and IP settings for the VSA
from a console utility. You can navigate this utility by a combination of keystrokes such
as the cursor keys, tab key, spacebar and enter/return keys. It is very simple to use.

1. Power on both VSA VMs
2. Open a VMware Remote Console
3. At the Login prompt - type start and press [Enter]
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Helcome to Sanll '
oading wvmlinuz. . ... .. ... L oLl il

oading indtrd.gz. . ... e e e e e
eady.

ncompressing Linux... Ok, booting the kermel.

oading keymap: us [ OK 1 ,
ype in "start™ and hit enter at the login prompt. utt
one login: start_

I N g Y Y

Note:

Images have been inverted here to ease printing. The VSA presents a black
background/white text environment

4. Press [Enter] at the Login prompt

+—[ Configuration Interface 1--+

5. In the menu select "Network TCP/IP Settings” and press [Enter]

+—[ Configuration Interface: 1+

< General Settings >
[ Hetwork TCP-IPF Settings 1
L Network TCP Status ]
L Config Hanagement 1

6. Cursor up, and select < eth0 > and press [Enter]
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+—[ Configuration Interface: 1+

General Settings 1
Network TCP-IPF Setting=s 1
+—[ Available Hetwork DNewvices: 1+

[
[
[
[

7. Change the Hosthame and Set a static IP address

+—[ Configuration Interface: 1+

[ General Settings 1
[ Netuwork TCP-/IP Settings 1
[ +~[ Avail+-[ Hetwork Settings:
[
Specify the network settings for the unknown port. Be
sure the ethernet cable iz plugged into the selected

Hostname: vzal.rtfr-ed.co.uk
{ 1 Dizable Interface.

( ) Dbtain IP address automatically using DHCP.
(%) Use the following IP address:

IP Address: 172.168.3.99

Mask: ?55.255.255.8_

Gateway:

OR 1 [ CANCEL 1

8. Press [Enter] to confirm the warning about the restart of networking
9. Use the Back options to return to main green/blue login page

Note:
Repeat this process for other VSA, in my case I used the IP address of
172.168.3.98 for the second VSA

TIP:
You might wish to update your DNS configuration to reflect these hosthames and
IP address so you can use an FQDN in various management tools

Install Management Client

Advanced configuration is done via LeftHand Networks Centralized Management Console.
This is a simple 32-bit application used to remote control and configure the VSA - there
is also a Linux version as well. You management station must have a valid or routable IP
address to communicate to the two VSAs. You will find the LeftHand Networks
Centralized Management Console free to download from the Lefthand Networks
download page
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http://www.lefthandnetworks.com/products/saniq demo.php

I will be using the Windows version CMC Windows (.exe)

The install of the Management Console is very simple, and isn't worth documenting here
and a typical installation should be sufficient for the purposes of this guide.

Configure the VSA (Management Groups, Clusters &
Volumes

Adding the VSA’s into the Management Console

Note:
Before you begin you might as well test you management station can actually ping the
VSAs. You're not going to get very far in the next step if you can't.

1. Load the CMC, and the Welcome to Find Modules Wizard will start
2. Choose to search By IP Address or Hostname

Find Modules Wizard x|

Search for modules either globally or individualhy. * + »

Select subnet and mask, of IP address or hostriame "’, * 'Y
.

Howy weould you like to zearch for yvour modules?

o By Subnet and Mask (global hroadcast)

" By IP addre=z or Hostname (individual zearch)

To continue, click Mext.

| [[ear | |_concet || ter |

3. Click the Add button and type in the IP Address or Hosthname of the VSAs
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Find Modules Wizard |

Search by module IP address or hostname 0. . .
Erter IP address or hostname. L) “.‘ . “"’
* + »

Click &dd to enter an IP address or hostname.
Click Edit or Delete to refine your list.

IP Address or Hosthame | Status | hoclel

Add IP Address or Hostname |

Enter IP Address or Hostname:

|vsa1 .rtfm-ed.u:u:u.uk| |

Cancel

Add.. Edlit... Delete

To find your modules on the network, click Finish.

4 Back | Zancel || Help ‘

Note:
This background dialog may report status as “unknown” until you click Finish,
when it will change to “Newly Found”

4. Click Finish
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Find Modules Wizard x|
Summary ..‘ . . .
Modules that were found are listed below. ’.’, *.°.
* + »

Module search results:

Mame IP Address Status
waa2 rfm-ed.co.uk 172.1658.3.98 Menwly Found
vaal rfm-ed.co.uk 172.168.3.99 ey Found

To find additional modules:
* Repest this wizard uzing different zearch criteria
* Search again using the Find menu on the Centralized Management Console

Repest this Wizard

Run the Management Groups, Clusters and Volumes Wizard

5. Click Close

Adding the VSAs to Management Groups

Each VSA will be in its own management group. During this process you will be able to
set friendly names for the groups and volume names. It makes sense to clearly use

names that reflected the purpose of the unit in question such as:

ProtectedManagementGroup and RecoveryManagementGroup
Protected_Cluster and Recovery_Cluster

Virtual_Machines Volume

Replica_Of_Virtual_Machines Volume

Of course it is entirely up to you what naming process you adopt. But these names are

not allowed to contain a space as a character

1. In the Getting Started Node, click 2. Management Groups, Clusters and

Volumes and Click Next to Welcome page
2. Choose New Management Group
3. For the management group name type something meaningful like

ProtectedManagementGroup and Select the VSA you wish to add, in my

case vsal.rtfm-ed.co.uk
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Management Groups, Clusters, and Yolumes Wizard 5[

Create a Management Group o + .
Mame your management group and select storage modules. ’. . n ‘*"
* +

Management Group Hame:  |ProtectedianagementGroup|

This name cannot be changed after the management group
iz created.

Create management group with storage modules selected in the table below:

Mame | P Address |RAID Cu:unfigurati...|5u:uftware Versiu:un| Logoed In
vzal nfm-ed.co.. 172165399 RAID (virtual) 700060930 Yes
vaa2 ifm-ed.co.. 1721658395 Mot Configured  7.0.00.6033.0 Mot Logaed In

“ou may have to log into a storage module to continue.

To continue, click Mext.

| 4 Back || et b | | Cancel || Help |

Note:

In a production set-up theoretically you could 5 VSA which replicate to each other
synchronously in the Protected location, and another 5 VSA’s in Recovery location
that replicate to each other and with the Protection location in a asynchronous
manner.

Spaces are NOT allowed in the Management Group Name. You can use
CamelCase or the under_score character to improve readability.

4. Next set a username and password.
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Management Groups, Clusters, and ¥olumes Wizard x|

Add administrative user ‘.‘ Yt
Addd ness User information. "’, A
P
User Hame: |administra1u:ur |

3-40 characters. Must begin with a letter.

Description: |L|:u:al administrator account |
0-40 characters. Must begin with a letter.

Password: |****** |
5-40 characters, no " ar " allovwed.

Confirm Password: |"*"*** |

Administrative Group: full_sdministrator

| 4 Back || et b | | Cancel || Help |

Note:

This username and password is stored in a separate database internally to the
VSA. The DB is in a proprietary binary format and is copied to all VSAs in the
same management group. If you are the forgetful kinda guy you might want to
make some record of these values. It is in no way connected to the logins to your
VirtualCenter or Active Directory environment

Choose Manually set time
Note:

As the VSA is a virtual appliance it should receive time updates from the ESX
host, which is in turn configured for NTP

Create a Cluster

The next stage of the wizard is to create a cluster. In our case we will have one VSA in
one management group within one cluster — and separate VSA in different management
group within a cluster. The cluster is intended for multiple VSA within one management
group, however we cannot setup replication or snapshots between two VSA in different
sites without one

1.
2.
3

Choose Standard Cluster

Type in a cluster name such as Protected_Cluster

Next set a virtual IP, this is mainly used by cluster within a management group
and strictly speaking isn’t required — but it’s a good idea to set this now for
possible future use. In my case I used the next available IP of 172.168.3.97
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Management Groups, Clusters il

Azsign Virtual IPs and Subnet Masks ..‘ LR
Erter your virtual IP addresses snd subnet masks. “.“, *, ‘*"’
# + +

Management Group: ProtectedManagemertGroup

Cluster: Add ¥IP and Subnet Mask x|

Erter your YIPs and B IR and
Subret Mask, Multi-£ net Maszk
for each site, or a =i

“irtual I Virtual IP Address: |1 721G 397 |

Wirtual IP is reguire Subnet Mask: |255.255.255.EI |
[¥] Use a Yirtual |

Add... Edit... Delete...

To continue, click Mext.

4 Back | Zancel || Help |

Create a Volume

The next step is creating a volume. Volume is another word for a LUN. Whatever word
you are familiar with we are creating a block of storage which is unformatted which could
be address by another system (in our case ESX) once formatted files could be created on
it.

A volume can either be full or thinly provisioned. With thinly provisioned volumes the on-
disk space can be less than the volumes size. You might know this is as virtual storage
where you procure disk space as you need it rather than up front. The downside is you
must really track and trace your actual storage utilization very carefully. You cannot save
files in thin air.

1. Type in a volume name such as: virtualmachines
2. Set the volume size such as: 1TB
3. Choose Thin for Provisioning
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Management Groups, Clusters, and Yolumes Wizard 5[

Create Volume . .

&+ -
Mame your volume and choose & size approprigte for itz intended use. ’. - n ‘*"
$» = =

Type: Primary

Volume Hame: |virtua|machines |

This name cannat be changed after the volume is created.

Description: |Used to store Whis |
Replication Level: | Mone - |
Max Size: 43062 GEB (if fully provizoned)

Size: i e =]
Provisioning: i) Ful i) Thin

To creste the volume, click Finish. ] Skip volume Crestion

| 4 Back || Finizh ¥ | Cancel || Help |

Note:

In this case I create a volume called virtualmachines which is used to store VMs.
The size of the “physical” disk is 48GB, but with thin-provisioning I am going to
present this storage as if it was 1TB volume/LUN. Replication level would be used
if I was replicating within a management group. In the case of this configuration
it is irrelevant because we are replicating between management groups.

You can switch to/from Thin to Full at any time you wish.

At the end some quite lengthy status bars the management group, cluster and
volume will have been created
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P LeftHand Networks Centralized Management Console

ﬂ Getting Started

=l *|( Detsils | Srapshots | Gchedules | S0SI Sessions | Remate Snapshats | Yalume List Memberships
O [ Awvailalle Modules (1) : ( I If It I i

0 ysaZitfm-ed.couk o | wolume
= E.E E‘r)mamel.ﬁwanagememsrnup Hame: wirtualmachines
*8, Administration ;
@ Sites 5 Description: Usedto store WMs

B = Protected_Cluster
&) Storag Cluster: Protected_Clust
[&] Starage Macules (1) uster. rotected_Cluster

B[] valumes (1) | status: Management Groups, Clusters, and ¥olumes Wizard x|

& virtualmachines (0)

Type: Mo
Summary ’..'.'.
Size: Revigw the summary below. .”. ©.0 || Thin

L WA R

o
E

Replication Ley

Replication Pric o, nave just completed the Management Groups, Clusters, and volumes Wizard. Review
the summary below
Target Information

SCS1 Hame: Hane Walue [ ]

Management Group: ProtectedMansgementGroup -
Cluster: Protected_Cluster
Cluster Size: 48.062 GE
VIP-Subnet Mask: 172163 3.97, 255255 2550
Volume Hame: wvirtualmachines
Volume Description: Used to store VMs
Volume Size: 1718

I ~ |volume isioni Thin

2| 2 Alerts Remaining . [, inatiom L I o -

E #
HIA n4/21/200:  Vou can edit the volume settings from the Centralized Management Consale

i 02142004 Eepeat this VWizard

Runthe Access Wolume Vizard

L YO W 1‘1 u AANALA”

\

ﬁ""-u-—l“"“".‘ J\W\‘L‘Z‘wm\_ MJ\'A-.“_M\‘#"ML

Note:
Now repeat this process for VSA2 but using unique names and IP address

Management Group Name: RecoveryManagementGroup
Cluster Name: Recovery_Cluster

Volume Name: replica_of_virtualmachines
Note:

Different vendors use different terms for copying a piece of data to another such
a remote copy, replication and snapshot. All of these terms in the world of
storage mean much the same thing. A duplication of data from one location. I've
always called this replication hence the use of term replica_of_virtualmachines.
You might have notice I have used the phrase replication or snapshot throughout
this guide because me the two much the same concept.

Note:
At the end of this process you should have view which looks similar to this:
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=4 Getting Started

=] EUE ProtectedManagementGroup
“a_ Administration
@ Sites
Bl = Protected_Cluster
B = Storage Modules (1]
B % y=al dfm-ed couk
Slerts
@ Hardware
G ShMP
IET] Storage
&% TCPAP Metwork
B & Yaolumes (1)
@ vitualmachines (0]
=] EUE RecoveryManagementGroup
“a_ Administration
@ Sites
0= Recovery_Cluster
B = Storage Modules (1]
B % y=a2 dfm-ed couk
Slerts
@ Hardware
G ShMP
IET] Storage
&% TCPAP Metwork
B & Yaolumes (1)
@ replica_of virtualmachines (0)

Configuring VSA for Replication

It is very easy to setup replication or a snapshot between two VSA's in two different
management groups. The best option to go for in terms of SRA is a "Schedule Remote
Snapshot”. This allows for asynchronous replication between to VSA at interval of your
choosing.

In the VSA the protect volumes a snapshot is taken at the protected location, once
completed this snapshot is then replicated to the recovery location. After the first copy
the only data transferred are the changes - or deltas. We have setting to control the
retention of this data. The snapshot process can be as frequent as every two minutes
and we can control how long to retain the snapshot data both at the Protected and
Recovery management groups

1. In the ProtectedManagementGroup, Protected Cluster, Volumes
2. Right-click your volume and choose New Schedule Remote Snapshot
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EJ cetting Started N oo
=] EIE ProtectedManagementGroup ?
E Adminiztration olume
D stes : Hame: '
B = Protected_Cluster : : "
&= r?n_n-’- Storage Modules (1) I]escriptiun:)
B ¥ yzal rifm-ed.couk :
s Cluster:
[ Hardwvare | status:
g ShMP d '
Storage Type: ,
25 TCPAP Metwork A size: '
B (& valumes (1)
@ virtualmachi s Replication

&= EIE Recoveryhanagementc
“a_ Administration
@ Sites

&=l E Recovery_Cluster

Replication P’

B ¥ yza? ifm-e

Alertz
@ Hardwyg

g3 ShMP

Storage

2= TCPAP _

&=l ,_L;" volumes (10 [
@ replica_of_virtualmachines (00

3. Set the Recur Every to be every 30 minutes
4. Under “Primary Snapshot Setup” enable the option to be Retained for a
maximum of 3 snapshots.

Note:

Its really up to you how long you keep your snapshots. In this configuration I
would have 3 snapshot in 180 minutes, when the fourth snapshot was taken the
oldest one would be disregarded. Obliviously, the longer you retain your snapshot
the more options exist for data recovery. In this test environment we configuring
you probably won't want to hang on this data for too long. The more frequently
you take snapshots and the longer you retain them the more storage space you
will require. For testing purposes you might find a much less frequent intervals
will be appropriate - as you need less space to retain the snapshots

5. Under "Remote Snapshot Setup”, select the RecoveryManagementGroup
and

6. Under Volume name, ensure you have your replica_of_virtualmachines
selected

7. Click Retain maximum of: and set the value to be 3 snapshots
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x
H

Hame: |vir1ualmachines_RS_Sch_1 |
Description: | |
Start At: Select "Start At time -= | Ecit... |
[¥] Recur Eveny: 30 | |r-.-1inutes b |
Hext Occurrence: (Y
Frimary Snapshot Setup
Management Group: ProtectedManagementGroup
Volume Hame: virtualmachines

i) Retain Snapshots For:

i) Retain Maximum OF: 3 Snapshots
Remote Snapshot Setup

Management Group: |Heu:u:uver\,fr-.-1anagemerd... hd ‘

Yolume Hame: | replica_of_vitualmac... ™ ‘ | Meny Wolume. ..

i} Retain Snapshots For:

Y hetain Maximum 0f:| |3 Snapshots

Important:

You will notice that despite setting all these parameters the OK button has not
been enabled. This is because we have yet to set start date or time for the first
snapshot

Caution:

The frequency of the snapshot and retention values are important. If you create a
two shallow a replication cycle as I have done here you could be mid-way through
a test of your recovery plan only to find the snapshot you were currently working
on is purged from the system. In the end because of lack of storage I adjust my
frequency to be an hour - as about midway through writing this book I ran out of
storage, and that was with system that wasn’t generating much in the way in new
files or deleting old files

8. Next to Select ‘Start At’ time, click Edit button - and using the date and time
interface when you would like the replication/snapshot process to begin.

9. Click OK

10. Click OK to the "Make Volume Remote” warning dialog box
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x

WARNIMG: It is pozsible to lose data when changing this primaty
volume to a remate volume if hosts are accessing data on

thiz wolume. Dizconnect any hosts befare completing this
change.

Yalume 'replica_of _virtualmachines' in management group
'RecoveryManagementGroup' is currently a primary volume.
When it iz changed to a remote volume, & snapshat will be
created with the name below to zave any data currently on
the walume. Do you want to make this volume a remote valume?

Snapshot: |repIin::a_nf_vir‘tualmachines_SSj |

Snapshot Description: | |

Note:

This dialog box is just concerned that destination volume (here called
replica_of_virtualmachines) may already contain data. The replication/snapshot
process will over-write this volume. To prevent data lost the VSA snapshots this
volume also.

Note:

If you have not licensed the VSA this feature will work but only for another 30-
days. You may receive warnings about this if you are working with an evaluation
version of the VSA.

Monitoring your replication/snapshot

Of course, you will be wondering if it's working. There a couple ways of to tell. Expanding
the volumes within each Management Group, this will expose the snapshots. You might
see the actual replication in process with animated icons like in the screen grab below
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ﬂ Getting Started
=] EIE ProtectedManagementGroup
*a_ Administration
@ Sites
B = Protected_Cluster
= E'] Storage Modules (1]
B % yaal rfm-ed.couk
Alerts
@ Hardware
ke SHMP
IFT] Storage
2 TCPAP Metwvork
= fi;‘ Waolumes (1)
B i@ vituslmachines (1)
& }vir‘tualmachines RS Sch_ 1 _Prid
=] EIE RecoveryManagementGroup
*a_ Administration
@ Sites
=] E Recovery_Cluster
= E'] Storage Modules (1]
B ¥ yaa? fm-ed.couk
Alerts
@ Hardware
ke SHMP
IFT] Storage
2 TCPAP Metwvork
= fi;‘ Waolumes (1)
B = replica_of_vitualmachines (2]
iZ Mituaimachines RS Sch 1 _RmtA |
& replica_of_vitualmachines _55_1

'*‘"""’“" 4‘ ‘M\ﬂ"‘x, s .’\."“ :

After selecting the remote snapshot, you will see a tab on the right-hand side labelled
“Remote Snapshots”. This will tell you how much data was transferred and how long it
took complete.

f Details r iZCE] Sessions r Remote Snapshats r Yolume List Memberships

Brimary Managemert .| Primary Snapshot_|Remate .| Remote Snepshot | % Complete | ElapsedTime | Data Copied | Rate ] State
ProtectedManagemes... vitualmachines_RS_... RecoveryManageme... vitualmachines_RS_... 100% 4m 463 OMB 0 Kbisec Complete
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Creating Volume Lists and Authentication Groups

Clearly, there would be little security if you could just give your ESX host an IP address
and “point” them at the storage. To allow your ESX hosts access to the storage we must
complete three main steps

¢ Create volume list
Literally this is a list of volumes that hosts can access. In our simple configuration
this will contain just one volume - but it could contain many volumes

e Authentication Group
This contains the host you wish to grant access - in our case an ESX host.
Authentication Groups contain a single host, and these “groups” are allowed
access to the volumes. As you might expect authentication groups can contain
CHAP (Challenge Handshake Authentication Protocol) settings in addition to the
IQN value. One thing that feels a little odd about that is how these “groups” only
contain one object - a reference to a single ESX host. But this is correct, it just
feels a bit odd in the GUI

¢ IQN (iSCSI Qualified Name)

Each ESX host will be allocated a IQN - the IQN is used within the authentication
group to identify an ESX host. In case you have forgotten, the IQN is convention
rather than an hard-coded unique name (unlike the WWN's found on Fibre-
Channel Devices) and take the format of ign-date-reverse-fgdn:alias. As a
domain name can only be registered once on a particular date (albeit they can be
transferred or sold to another organization) they do impose a level of uniqueness
fit for their purpose. An example IQN would be:

iqn.2001-09.uk.co.rtfm-ed:esx1

In this simple set-up my ESX hosts are in the Protected Site, and they are imaginatively
called esx1.rtfm-ed.co.uk and esx2.rtfm-ed.co.uk. My other two ESX hosts (yes, you
guessed it - esx3 and esx4) are the Recovery Site and do not need access to the volume
in the protected management group. Before I invoke DR/BC with SRM the Site Recovery
Agent will have grant them access to the latest snapshot of replica_of_virtual_machines.
For the moment ESX3 and ESX4 need no access to the VSAs at all.

Creating a Volume List

1. The ProtectedManagementGroup
2. In the tabs on the right-hand side — choose Volume List tab
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Click the Volume List Tasks, and select New Volume List

&4 Getting Started
= EIZ Pratectedianagement Group
“a_ scministration
@ Sites :
= Protected_Cluster 3 ‘alume List Name ]
EIZ RecoveryhlanagementGroup 3

|/Details rALrtherltication Groups rVDIume Lists |/ Registration |/Time |/ Remate Snapshots i

DateTime | Hostriame (P}
G 06:22: 34 PM BST vsaZ rtfm-ed.co Uk (172168 3 55)

2.34 PM BET Jﬁﬁ_azﬂfm-ed.co.uk 172 165.3.98)
Y o [T E o L

Type in a friendly name for the Volume List such as
virtualmachines@protected_location

Then click the Add button, and select the virtualmachines volume and ensure
the permissions level is set to Read/Write Access
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Add ¥Yolume to Yolume List |

Select Wolumels) andior Snapshot(s) to
Addd to Yolume List

"irtualmachines@proctected _location”.

Yolume or Snapshot Mame
iMualmachines

virtualmachines _RS_Sch_1_Pri1
vitualmachines_R5_Sch_1_Pri.2

Permission Level:

i) Mo Access
i) Read Access
i Read and Write Access

Cancel

Note: This screen grab above shows me selecting the

right-volume

Mew ¥olume Lisk

X

Hame: |\-'irtuaImau:hines@prumemed_lucatinn |

Description: |

r “Wolumes |/ Authentication Groups |

‘Yolume Mame |

Permizzion Level
itualmachines

Readirite

| Edit Permizsion Level... | Remove
Cancel

Note: Whereas this dialog box above shows the volume being added to the

volume list
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6. Click OK

Creating Authentication Groups and Setting the IQN

Authentication Groups are objects in Lefthand Networks VSA contain the parameters that
allow an ESX host access to the volume list. They must contain a valid IQN value, and

optionally CHAP authentication settings.

1.
2.

The ProtectedManagementGroup
In the tabs on the right-hand side - choose Authentication Groups tab

a Getting Started
= E Protectedhanagement Group
5, Administration
@ Shtes
Bl = Protected_Cluster
(& Storage Modules (1)
B (& Volumes (1)
B @ vitualmachines (3)
=) vitualmachines RS _Sch_1_Pri.24
=) vitualmachines_RS_Sch_1_Pri.23
1= vitualmachines_RS_Sch_1_Pri.22
= E RecoveryMansgementGroup
5, Administration
@ Shtes
= E Recovery_Cluster
(& Storage Modules (1)
B (& Volumes (1)
=] replica_of _vitusimachines (4)
@ vitualmachines _RS_Sch_1_Rmt.24
=) vitualmachines_RS_Sch_1_Rmt.23
= vitualmachinegs_RS_Sch_1_Rmt.22
=) replica_of _virtualmachines_33_1

omenaie. | g

W #""“"""\, PPV T NPT

rDetaiIs rAmhemicaﬁnn Groups r Wolume Lists r Reqistration Time: Remote Snapshats

iy

Mame | “olume List | IS

I Hostname (1P
wea2.tfm-ed.couk (172.165.3.98) Management Group: 'Ha‘

Click Authentication Group Tasks, and New Authentication Group
Set a descriptive name for the Authentication Group such as: esx1.rtfm-

ed.co.uk

Select from the Volume List pull-down, the volume list you create previously -
in my case virtualmachines@protected_location

Under “Authentication” click into the Initiator Node Name edit box, and type
your IQN such as iqn.2001-09.uk.co.rtfm-ed:esx1
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New Authentication Group x|
Hame: |esx1 fm-ed.co.uk |
Description: | |
VYolume List: | virtualmachinesi@proctected_location hd |

[iscsl |

[¥] &llowy access via iSCSI

[_] Enable load balancing  (Information on compliart initistors)

Enabling load balanzing on non-compliant intigtors can compromize wvolume availability .
To function comectly load balancing requires that the cluster wirtual IP be configured.

Avuthertication

i CHAP not required

Initiator Hode Hame:  |ign 2001 -09.uk co rtfm-edesx |
Howe do | find my initistor node narme’?

i3 CHAP reguired

Cancel

Note:
CHAP authentication is not required to make the VSA work with SRM, but does
offer an additional layer of security

7. Click OK

Note:
Repeat this process for any other hosts in your Protected Site that needs access
to the same volume/LUN

Conclusion

For now this completes the configuration of the VSA - all that remains to do is to
configure the ESX host connection to the VSA. Currently our ESX hosts in recovery
location have no access to VSA, and will not need it until we test or invoke are DR/BC
plan.

Configuring the ESX Software iSCSI

If you have a dedicated iSCSI hardware adapter you can configure your IP settings and
IQN directly on the card. The huge advantage of this is that if you wipe your ESX host,
you iSCSI settings remain on the card. In the absence of a supported iSCSI hardware
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adapter - you can the ESX hosts own software adapter. The following instructions
explain how to set it up to speak to the VSA.

Before you enable the Software Initiator/Adapter in the ESX host you will need to create
both a VMkernel and Service Console port with the correct IP data to communicate to
the VSA. The reason you need the Service Console port - is whilst the main I/O is driven
by the VMkernel and its IP stack, part of the discovery of volumes/LUN (SendTargets)
and CHAP Authentication is in the Service Console still. Therefore both the VMkernel and
the Service Console kernel need access. This does not apply in the case of ESX3i where
only a VMkernel port is needed.

The diagram below shows my configuration for esx1 and esx2, notice the vSwitch has
two NICs for fault-tolerance.

Yirkal Switch: wSwitch3 Remove... Properties...

Whkemel Part — - Physical Adapters
iS55I @ & & —eBH vmnic3 1000 Ful 3

L7e.168.3.203 of vrmicz 1000 Ful 3§
Service Console Part

5CS1-CO3 04

wawifl o 172.168,3,103
i o N =

Before proceeding with the configuration of the VMware software initiator/adapter you
might wish confirm you can communicate with the VSA by using a simple ping test.

Enabling the iSCSI Initiator

Note:

Depending on the version of ESX you are using — you may or may not need to manual
open the iSCSI Software TCP Port on the ESX firewall. I've always done this manually -
to be 100% certain there is no communication barrier between the ESX hosts and the
iSCSI Target

Select the ESX host, and the Configuration Tab

Select the Security Profile link, in the Software Tab

Click the Properties... link

In the dialog box open the TCP Port (3260) for the iISCSI Software Client

AWNH
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®Noau

|J-_-T,J Firewall Properties o ] 3

Remote Access
By default, remote chents are prevented from accessing services on thiz host, and lozal clients are prevented from
accessing gervices on remote hosts,

To provide access to a service of client, check the corresponding box. Unless configured otherwise, dasmons will start
autornatically whern arw of their ports are opened and stop when all of their ports are cloged.

| Label | Incaming Parts | ©utgoing Parts | Protacals | Daemon =
Required Services
Secure Shell
S5H Server 2z TCP Running
33H Client 22 TCP MiA
simple Network Management Protocol
D SMMP Server 161 162 opP MIA
Ungrouped
Software 5251 Client 3260 TCR MiA
Wiware WirtualZenter Agent a0z [H]al3] MiA
YCE 443,902 TCP (TS
|:|| Artive Direrkor Kerherns 454, AR TP MiA I_bl;l

[Hptions... |

Cancel | Help |

Next click the Storage Adapter link and select the iSCSI Software Adapter
Choose Properties...

In the dialog box click the Configure button

Enable the option under status, as shown below

i General Properties x|

—Skakus

I i

o

—iSC5SI Properties
1251 Mame:

5251 Alias;

Ok I Cancel Help

Note:
This can take some time. Be patient. You will not be able set a custom IQN until
you click OK. VMware will try to help you out by setting a default IQN.

Click the Configure button again, replace the auto generated IQN with your own
standards like so:
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|J--_-T,J i5CSI Initiator {(¥mhba32) Properti

izeneral |D3.-'nami|: Discowvery I Static Discovery | CHAP Authertication

—iSC5I Properties

iSCSI name: ign.2001-09,uk. co.rtfm-ed:esx1
i5C5] alias: esxl.rtfm-ed.co.uk
Target discovery methods: Send Targets

— Software Inikiatar Properties

Stakus: Enabled

Configure. .. I

[* General Properties x|

—5katus

¥ Enabled
—iSC5I Properties

iSCST Marne: iqn.2001-09,uk. co.rtfm-ediesx 1

iSCSI Alias: ekl rkfm-ed.co.uk

Cancel Help |
Close |
Note:

After clicking OK, this time — a dialog box will appear indicating you must reboot

the ESX host

Reboot required x|

L ] E & configuration change requiring a rebook has occurred. Restart the host.
L

This is true, but we will defer the reboot until we are finished completely

10. Next select the Dynamic Discovery Tab, and Click the Add button
11.Type in the IP address of the VSA in your Protected_Mangement_Group in

my case, 172.168.3.99
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[~ i5CSI Initiator {¥mhba32) Properties -0 x|

General  Dynamic Discovery | Static Discovery | CHAP Suthentication

Send Targets

Cbkain information about target devices directly from the Following iSC51 servers using the
SendTargets command.

i5CS] Server |

ET,J Add Send Targets Server 5'

Send T argets
ISCS1 Server: I 172 168 . 3 . 9

Fort: ISEEEI

3 Authentication may need to be configured before a zeszion
LT*: can be establizhed with any dizcovered targets.

(] 4 I Cancel Help

Add... Edit. .. | Hemove |

Close | Help |
A

Note:
Static discovery is only supported with hardware initiators. CHAP Authentication is
optional, and I have not configured it in this guide.

12.Click OK

Note:
This can take some time as well

13.Then reboot the ESX host
Note:

If you do not reboot the ESX host, when a warning will be on the Summary Tab
of the ESX host

SN irtual Machines ! Resource Allocatior

& Reboot Required

General

- _L.J et w.‘
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Monitoring your iSCSI Connections

There are many places where you can confirm you have a valid iISCSI connection. This
important because networks can and do fail.

In the first instance you should be able to see the volume/LUN in the Vi client:

Details i
wvmhba32 Properties. .. ’
Maodel: {551 Software Adapter IP Address: ¢
551 Mame: ign. 2001-09,uk. co.rtfm-ed;esx 1 Discovery Methods:  Send Targets
i5C51 Alias: escl.rtfm-ed.co.uk Targets: 1
SCSI Target 1 T4
iSC51 Mame: ign. 2003-10. com. lefthandnetwark & protectedmanagementgroup: 11 vitualmachines J
I5CS] Alias: .
Target LUMs: 1 Hide LUNS(
Path | Canonical Path | Type | Capacity | LUM ID | %
wmhba3z:1:0 wmhba3z:1:0 disk 1.00TE a0 (
1 \'\ ‘_‘ . sl o 2 r - .
. "\J\-*--—-’\ . rl\ T 4 /

Note: On the properties of the “virtual” hba, in this case vmhba32

|J--_-T,J vmhba32:1:0 Manage Paths x|
— Palicy
Fixed
Ilze the preterred path when available Change... |
— Paths
Device | 54N Identifier | Stakus | Preferred |
vmhba32:1:0 iqn.2003-10.com.lefthandne... < Active & |

Refrezh | Change... |

Cancel | Help |

Note: By right-clicking the volume/LUN and seeing the status in green and set to active

Page 32
© RTFM Education - 2008



Select Disk,/LUN

[ET,J Add Storage Wizard ]

If a device cannot be configured unambiguausky, vou will be asked to select a partition.

1
]

[ DigkfLUM
Device Location
Current Disk Layout
Propetties
Formatting
Ready ko Complete

SAMN Identifier contains: - I Cle.

Dievice Capacity | Available | SAN Identifier
wmhbaZz:1:0 1.00TE 1024.00 ign.2003-10.com.lefthandnetwarks:protectedmanagem... 0

=
[
=

Apat ™8 A S e S B8N

<

Fﬁbl“"*' S gt AN e A "_‘_‘ﬁiack_r‘! Y

Cancel

Note: When you add storage you should see the volume/LUN

However, more specifically you can see the status of you iSCSI connections from the
VSA’s management console

1. Expand the Protected_Mangement_Group
2. Select the Protect_Cluster, and click the iISCSI Sessions Tab

@ Sites

Sites

.\.\-.hn-@m.."‘ L gy J‘

Note:

B = Protectsd_Cluster 3
Starage Modules (17 ] |vituaimachines ign 2001-09.uk .co.r ... 234000001 172.168.3.201/49152 172.165.3.99 Connected
_&/ Yolumes (1) i : 5 i
B @ virtualmachines (3) 3| |vitualmachines ign 2001-09 .uk .co.r ... 23d000001 172.168.3.203/49152 172.165.3.99 Failed
=] vitualmachines_RS_Sch_1_Pri.35 :
F vitualmachines_RE_Sch_1_Pri.37
1= vitualmachines_RS_Sch_1_Pri.36
=] EIZ RecoveryManagementGroup
En Adminiztration

&
ecovery _Cluster 3
@ (= Storage Modules (1)
@ “olumes (1) :
= replica_of_winualmachines (4)
=] vinualmachines_RZ_Sch_1_Rmt.33 :
@ vitualmachines_RS_Sch_1_Rmt.37 3 L
15 wirtualmachines_RS_Sch_1_Rmt 35 )
=] replica_of_vinualmachines_S%_1 "[;

& Getting Started 3 = > =
|| Details Use Summary olume Use Module Use Remdte Snapshats iS5l Sessions ISCsl
B [} ProtectecManagementGroup 3 l/ r r |/ r r ‘
E, Administration 3

Wolume/Snapshot | Initistar Nathe | Identifier | Initistor IPPort |3&19Way Storage M...| Status

virtualmachines ign 2001 -09 .uk co.r ... 23d000001 172.168.3.202M49962 172165.3.99 Connected

AL ‘-‘“."‘Ak ..’ — M .”w

In this case you can see there was 3 session but one of them failed. This was
caused by removing the iSCSI settings on ESX3 whilst it was connected to the

VSA
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Licensing VSA

Should you go ahead and purchase the VSAs they are licensed per VSA. As mentioned
previously the license is attached to the MAC address of the VSA. Once you have
registered your MAC with Lefthand Networks you will be issued with appropriate license
strings. To input your license strings the following procedure is needed

1. Expand + ProtectedManagementGroup, + Protect_Cluster, + Modules
2. Select your VSA, and click the Feature Registration Tab

L E'Ea E:::j:dt;:::gamem(}mup ["Detals | Festure Registration | Availabiity |
%, Administration i| | Registration Information
@ Sttes Reistration iz required for additional software festures. Current feature registration
B = Protected_Cluster #) | licenze keys are displayed below . For additional festure registration, contact your
Bl =] Storage Modules (1) i | storage provider (new lefthandnetworks comisupport!, 1 566 4 IPSANS (866447 7267),
€ ysal rifm-ed co.uk sales@lefthandnetwarks .com) and be prepared to provide the festure key(s) indicated below.
& Yolumes (1)
B 5 RecoveryManagementGroup Feature Key: (00:50:56:B4:24.B4
%5, Administration | License key:
@ Sites

= Recovery_Cluster

Features

E Mot licensed for Multi-Mode Yirualization and Clustering

% Mot licensed for Remote Copy (in vidlstion for volume or snspshot virtualmachines_RS_Sch_1_Pri.35)
E Mot licensed for Managed Snapshot

E Mot licensed for Mulli-Site SAN

Y PN - -

Notice:
The UI shows the MAC address of the VSA above the license key field

3. Select the Feature Registration Task and Select Edit License Key
4. Then use cut and paste to add your license key

Shutting Down the VSA

It is recommended to use the VSA Management Console to take a VSA offline.

1. Right-click the Management Group
2. Choose Shutdown Management Group

Conclusion

In this section I have quickly shown you how to setup a 30-day evaluation copy of virtual
appliance which is suitable for use with VMware SRM. We setup two Lefthand Networks
VSA'’s and then configured them for replication/snapshot. Lastly, we connected an ESX
host to that storage.

From this point onwards you could format the volume/LUN with VMFS and create virtual
machines. You might wish to do that - so you have some test VMs to use with VMware
SRM. When you do create your VMs use VMware’s virtual disks. At the moment VMware’s
RDM feature is only experimentally supported with SRM. Despite this “experimental
support” I will be covering RDMs latter in this book - because it is an extremely popular
VMware feature.

In the next chapter will be installed Site Recovery Manager.
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