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Bit techy with some humour, not a po-faced article. I use unhappy faces ® to flag
up events and experiences that are less than pleasant. I use a happy face © to
flag up something which is very advantageous.

Objectives:
The white paper deals with the errors you might have with Citrix Remappeed
Driver Letters feature with P2V'd Citrix MetaFrame/Presentation Server

Disclaimers & Acknowledgements:

In this document I express some personal opinions — which may disagree with -
this you right. But please don’t “flame” me with your disagreements! On the other
hand if you feel that there is technical error in this document - then I implore you
to tell me so. I don't want to be responsible for any disseminating misinformation
in any of my RTFM Guides or White Papers!



Fixing the Drive Letter problem in Citrix
Metaframe Presentation Server (Windows

200

0)
Currently, some P2V products like LeoStream does not correctly handle
the cloning of server which drives have been remapped as if often the case
in Citrix Metaframe XP
You might be able to fix this problem without reference to this guide.
Some 3™ Partition management tools can fix this problem by merely
booting from a CD and modifying the partitions with a drop-down list.
Example of software that maybe able to do this is:

o Paragon Partition Manager 7 Server Edition

o PowerQuest’s Partition Magic

o POwerQuest’s Volume Manger
You may also find that templates you have created using Microsoft’s
Sysprep natively suffer from the same problem

o If this is the case. Stop reading this guide NOW..

o Well, not just yet - read these bullet points below ©

o Give up on Sysprep as your method of changing the SID in
Windows

o Use instead NewSID from http://www.sysinternals.com

o This changes the SID without destroying the GUID information that
links the ID of your partitions to the driver letters assigned to them

If the above is not your issue — and your problem is with a P2V’d Citrix
MetaFrame / Presentation Server - then press on with this guide.
Basically what happens is re-mapped drives revert from M: N: O: to C: D:
E: and the logon process fails as the server cannot locate the ctxgina.dll
file. This ctxgina.dll is replacement of the Microsoft Graphical Identification
and Authentication (msgina.dll) and allows Citrix to handle “pass-through”
authentication events

This was the original drive letter assignments


http://www.sysinternals.com/

Yolume | Layouk | Type | File ... | Status | Capacity | Free 5... | % Free | Faul. ..

=05 (M Partition Basic  MTFS  Healthy (Swsterm) 4,01 GB 693 MB 16 % no
= GHOST (P Partition Basic FAT32 Healthy 16,94 GEB 15.46GE 91 % no
=DaTAZ (02 Partition Basic MNTFS  Healthy 16,95 GE 16.89GE 99 % no
=DaTal N Partition Basic MNTFS  Healthy 29.91GE 29.83GE 99 % no
Jd | ©

ZEDisk 0

EBasic 0s {M:) DATAL (N:)

33.91 GB 4,01 GB NTFS 29,91 GE MTFS

Orling Healthy (Systemm) Healthy

=Disk 1

Basic DATAZ (0:) GHOST (P:)

33,90 GB 16.95 GB NTFS 16.95 GB FAT32

Cnline Healthy Healthy

Z=/CDRom 0

CDRom {02

Online

After the restore - the system thinks the drives are C: D: E: F: G:
This produces these errors:

Service Control Manager Error
Service Control Manager

] At least one service or driver Failed during syskem starkup, Use
* Event Yiewer to examine the event log For details.

In the case of Citrix Metaframe XP you can get error messages like

this:
User Interface Failure

The Logon Uzer Interface DLL ctxgina.dll failed
to load.

Contact pour zuztemn adminiztratar o replace the
DLL, or regtore the onginal DLL.

R estart

On a standard Windows machine you find you can logon but explore.exe
does not load correctly - and you get logged out. Even when you try safe

mode you find you cannot logon.

You may also get a dialog box indicating that Windows cannot find



particular files. The dialog box will generally have references to drive
letters used previously such as M:\WINNT

I've found using the same registry tools on the same OS is easier. So if
the problem machine is W2K based, use a W2K server to connect it
remotely

When doing this across the network RegEdit is favoured over RegEdt32 -
as this allows you to rename values/keys rather than just delete them.
However, if you don’t have network communications you will HAVE to use
RegEdt32

These instructions come from this MS KB 223188 Article "How To
Restore the System/Boot Drive Letter in Windows”

If you have network communications then you can attach use RegEdit to
connect remotely to that server and correct the registry

o If the computer is networked but not part of a domain, you may
need to map a connection to the machines IPC$ share using that
computer's local administrator credentials before being able to
attach using Regedit.exe or Regedt32.exe as described below to
make changes.

o To permit a logon and/or change the boot volume drive letter back
to its originally assigned letter, use any of the following methods:

net use \\remote_machine_name\IPC$ /user:administrator *

In this case we don’t have network communications. We need to connect
to the registry remotely - this is going to be a little bit tricky - because the
original IP address may have been lost in the P>V/Template Restore
process. I've tried using a DHCP Server on the network and the Virtual
Machine does seem to want to acquire and IP address...

This means we can’t logon and we can’t connect remotely.... Bummer!

So what we have to do is attached the Virtual Disk to a functioning Virtual
Machine (a la “helper” VM) - and then loaded up the Registry as Hive
(File) directly. I got these instructions from JSI FAQ 0182 Article “"Off-line
Registry editing”

Attach the problem Virtual Machine’s disk to an existing
functioning Virtual Machine with the SAME operating system
On a functional machine, use Start, Run and RegEdt32

Note:

If you doing this remotely through the network do the following
Regedit

Choose Registry and Connect Network Registry

Type in the NETBIOS computer name or browse to your “failing
machine” like so,


http://www.jsifaq.com/SUBA/tip0100/rh0182.htm
http://support.microsoft.com/kb/223188/EN-US/

&' Registry Editor

Reqistry Edit  Wiew FEavorites Help

Bl . My Compuker

. @] HKEY_CLASSES_ROOT
-{_] HKEY_CURRENT _LISER
-0 HKEY_LOCAL_MACHINE
-1 HKEY_SERS
{:l HKEY _CURRENT _CONFIG

- D HKEY CLASSES_ROOT
-7 HEEY_LOCAL_MACHIMNE
--D HKEY_USERS

3. Select HKEY_LOCAL Machine, and Choose Registry and Load Hive

Note:
The Load Hive option ONLY appears in RegEdt32 - and only when you
select HKEY_Local Machine

REPEAT:
YOU MUST SELECT HKEY_LOCAL MACHINE TO GET THE LOAD HIVE
OPTION IN THE REGISTRY

4. Browse to the problem Virtual Disk, to ?:\Winnt\System32\Config
and Select System and Choose Open

5. In the Key Name dialog, type a friendly name to identify the loaded
registry - such as MF2 like so:

Registry Editor - [HKEY_LOCAL_MACHINE on Local Machine]
E Reqistry  Edit Tree Wiew Security  Opkions  Window  Help

E= HEEY_LOCAL_MACHINE  ||<Mo Mame>  REG_SZ
—- HARDWWARE

=] CantrolSet001
ControlSetl0z

3 MountedDewvices %
£ Select
Setup

— 3] Sk

—Ea SECURITY
— 5 SOFTWARE
3] SYSTEM

6. Browse to \ HKEY_LOCAL_MACHINE\SYSTEM\MountedDevices, and
you should see something like this:



Note:

The long humbers are GUID values which MS assigns as unique value to id
the partitions to which the drive letters are assigned. Originally, our C:
drive was M:, and D: was N: and so on. We need the references to the
GUID values. So the correct GUID value for Disk0Q/Partition0 is in the
capture \DosDevices\C: 5c 00 3f.

We need to copy this GUID, and overwrite the GUID for the M: Drive
which is incorrectly set as 98 b2 98

7. Double-Click \Dos\Devices\C: and copy the hex value
8. Double-Click \Dos\Devices\M: and paste the hex value

9. Delete the value \Dos\Devices\C:

Note:

We can repeat this for the D: Drive (which is now the CD-ROM. Copy the
GUID for the D: drive and paste over the value for N: Drive. Delete the
reference to D: O: P: and Q: drives. These drives were not included when
we ran the P>V

10. Select the name you assigned to the Hive when you opened, it my
case MF1

11.In the RegEdt32 menu, and Choose Registry and Unload Hive and
Choose Yes, to Unload the Hive

12.Close the Regedt32/Regedit tool

13. Shutdown the Server helper...

14. Detach the fixed boot disk from the helper...

15. Power up the Citrix VM

Fixing the Drive Letter problem in Citrix Metaframe
Presentation Server (W2K3/Citrix)
Note:



W N

Problems with remapped drives and Citrix surface if your running under
Windows 2003

The error looks exactly the same with the server not able to find
ctxgina.dll because the registry expect to find the file on M: when there
server partition table has reverted back to:

User Interface Failur

The Logon User Interface DLL
kNN DONS Saystern32heteging. dil failed ta
load.

Contact pour gustemn adminiztratar ko replace the
DLL, ar restare the ariginal DLL.

Restart

Service Control Manager

Ak lzask one service or driver Failed during syskem skartup, Use E

LI il

The failing service is probably the imaservice failing for the same reason.

More or Less the SAME registry process can be done with Windows 2003 -
but it is slightly different on this flavour of Windows.

Attach the problem Virtual Disk to an existing functioning Virtual
Machine with Windows 2003

On a functional machine, use Start, Run and RegEdt32

Select HKEY_LOCAL Machine, and Choose File and Load Hive

Note:
The Load Hive option ONLY appears in RegEdt32 - and only when you
select HKEY_Local Machine

REPEAT:
YOU MUST SELECT HKEY_LOCAL MACHINE TO GET THE LOAD HIVE
OPTION IN THE REGISTRY

Browse to the problem Virtual Disk, to ?:\Winnt\System32\Config
and Select System and Choose Open

In the Load Hive dialog, type a "Key Name"” to identify the loaded
registry - such as MF2 like so:



Figure 1:

1 = My Computer Name | Tvpe | pata
(- HKEY_CLASSES_ROGT [ab]iDefaul) REG_SZ {walue nat s
-2 HKEY_CURRENT_USER [R8]y 77\ volume{38ce539c-10bd- 11 da-aae3-B06e6Fet963}  REG_RINARY a3 47 a3 471
H{:l HKEY_LOCAL_MACHINE [R4]177\volume{aace539d- 10bd-11 da-aae3-G06etfoat963,  REG_BIMARY Sc 00 3f 00 =
-] HARDWARE [24]177\volume{aBces39e-10bd-1 1 da-ase3-B06esf6at963, REG_BIMARY 5c 003002
ED Wi [R¥]\DosDevices|a: REG_BIMARY Sc00Efo0s
g el T ; [R¥]\DosDevices\C: REG_BINARY 4347 53471
= Remve [R8]\DosDevices\D: RE_EIMARY 5c 00 3F 00 2
27 Select
-2 Setup
B0 wWPa
R
{7 SECURITY
-] SOFTWARE
H-Z3 sysTEM
Note:
This is the screen dump of the registry of the Citrix server with the
problem hard-drives - notice instead of A: M: and N: the system has
reverted back to A: C: D:
Expand HKEY_LOCAL_MACHINE (the P2V “helper”) and Navigate to
\System\MountedDevices
Figure 2:
= My Camputer Marne [ Type | Data
-] HKEY_CLASSES_ROOT [ab](Default) REG_ST {valus nat set)
--{:I HKEY_CURRENT_LISER [RH]\77\volume{0afO0Sa0-e427-11d9-91 06-B06e6f6e6963)  REG_BINARY 3347 a3 47 0072 00C
E{:l HEEY_LOCAL_MACHINE [R8]\77\olume{0af0nSal -e427-11d9-91 06-B06e6f6et963)  REG_BINARY Sc 00 3f 00 3f 00 5c 0
{0 HARDWARE [R8]\77\volume{0afOnSaz-e427-11d9-9106-B06e6f6e6963)  REG_BINARY St 00 3F 00 3f 00 5c 0C
=00 MF2 [R8]\77\olume{7hfa75bd- 10FF-11 da-88d0-806e6F 66963} REG_BINARY atd7 ch 67 0072000
D 2l 'I,??'I,VD|LII‘nE{F39b433b-IUCD-I 1da-58288-806e6f6e6963F  REG_BIMNARY 17beaSef0072000
% ggiﬁ\g;E ] \DosDevices|a: REG_EINARY Sc 00 3f 00 3F 00 Sc 0
EI{:I SYSTEM I|,DnsDew'ices'|,I:Z: REG_BIMNARY a347 a3 470072000
{:l ControlSetont 'I,DDSDEViCBS'I,D: REG_BIMARY Sc 00 3F 00 3F 00 5c 0
{:l ControlSetnns I|,DnsDew'ices'|,E: REG_BIMARY 34d7ch 67 007 000
-1 CurrentCantrolset
; {:l LastknownGoodrecove

Note:

This windows shows the P2V “Helpers” A: C: D: drive. The E: drive is the
boot disk from the failing server from which have just loaded the old
“system” hive.

Note:

Notice how the “data” for \Dos\Devices\E: in Figure2 is different to
\Dos\Devices\C: in Figurel. \Dos\Devices\E: begins a4 d7 cb 67 00 7e 00
whereas \Dos\Devices\C: in Figurel begins a3 47 a3 47

Note:

Our problem two-fold - the that registry for MF2 should read
\Dos\Devices\M: and should have the new data from \Dos\Devices\E:
which begins a4 d7 cb 67

Note:

There are many ways of carrying out the following correction. Not least a
piece of paper and writing down the hex-decimal values. Personally, I like
to Export the good values to a file Reg file — open up the Reg file in



notepad - and then tile the regedt32 Window with the notepad window so
I double check one system value to another. The problem with a pen and
paper is that human-error increases

7. Right-click HKEY_LOCAL_MACHINE\System\MountedDevices

8. Choose Export

9. Type in a file and name, and same some place easy to find like the
desktop

10. Minimise the Regedt32 window, and right-click the filename.reg
file — and choose Edit - this should open the reg file in Notepad

11.Tile the Notepad and Regedit32 Window Horizontally

12.Scroll down the Notepad Window until you can see the line which
states something like

“\\Dos\Devices\\E:”"=a4,d7,cb,67,00,7¢,00,00,00,00,00,00”

Note:
This is the current data value for the Citrix boot disk

13.In RegEdt32 navigate to MF2\MountedDevices and then Tile
Horizontally the Notepad and RegEdt32 Windows

Note:
This is how my Windows look now:

P edrive.reg - Notepad

=)

el add o, B, 00, Sy, O, G0, 00, 00, 00, 00

[ e e RN N RN R RN RN RN ¥
ek GO Mieww tuaeeiew: Pede ST —— : : ) S
S Wane: | Ty | s LR By Compater
1 l:ﬁ”'j(l sl ) Gt Cuaduc: ol ey ll—ﬁaﬁ VIR, GRS 00
I Lol st s S0k 33 ek sriss BUGCOICOCO0ET 140 G LAY S A D0 e 0 bR L
B e [P e A e G s L U e S -
l_: :]'I.?'.”'I,'v'tl|lllrlt:-[EIEIIt:l-:-l‘_f't:- Tk 50 e st GOOCOMTGCR0EE 140G LAY L Q00D D00zl G L 0
= e T RS VA NN R
B e i ENTETTT
g D Y TN, A
Rl i RERRY
ARG E i Iy Tl e TR T A AT DL
£ 1 ibor -I[:j_(-nﬁri\'(-,r[-c_!- ek geprosed J‘w }"l'fl i g bl ] @ fﬁ' :. _,:,i;:"ﬂit)<.1ir-L+'1

Now, the entries for A: and D: are NOT important - these are not stopping
the logon process. Its \Dos\Devices\C: which is a problem



14.

15.

16.

17.

18.
19.

20.

21
22

Select \Dos\Devices\C: and press [Delete]

Warning:

Please, Please, Please make sure your doing this in the right
portion of the registry. The one you loaded up with Load Hive. Not
the portion of the registry which is helper. If you do this on the
wrong part of the registry this will “shaft” the machine.

Yes, here in the UK “shaft” is a technical term ©

Choose Yes, to the Confirm Value Delete dialog box

In the Regedit Window choose, Edit, New, Binary Value and type:
\Dos\Devices\M: and press [Enter]

Double-click at this new created registry entry - and type in the hex-
decimal values you see in notepad to the dialog box like so:

LT R e Y R A T A

wowoosDewicesyhWE: Y =hexad, d¥, ch, 67, 00, 7e, 00, 00, 00, 00, 00, 00

IS AR i Binary value 2ix]f7¢

Yalue name;
ﬂ I"-.Du:usDeviu:es"-.M:
: Walue data: —
gooo A4 DY CEB &Y 00 7E 00 00 HBxEg. ~. .
Fil= Edit Wiew Favor |0008 00 00 00 00 e
= My Compuker |
-] HKEY_CLASS
-] HKEY_CURRE 631
=] HKEY_LOCAL he3t
(-] HARDWE 3
= MF2
-] Cont
] Lastk
43 Mour
{1 Seler
Cl Setyf | k. I Canicel
xR —
Click OK
Click MF2, and choose File, Unload Hive - and choose Yes to Confirm
Unload Hive

Shutdown the Server helper...

. Detach the fixed boot disk from the helper...
. Power up the Citrix VM

Note:
You will have some post-configuration to do after you have logged into the
Citrix MetaFrame Presentation Server. Such as correcting D: to N:

Remove stale devices/drivers

Confirm IP settings & domain membership

Confirm Zone Membership, gfarm /load values, and if the server has
acquired a license



You should also find that the server detects the disk as new drive:

Found MNew Hardware Wizard

Welcome to the Found New
:‘?\ Hardware Wizard

Thiz wizard helps you install software faor:

Genenc valume

{ .'\J If your hardware came with an installation CD

:_1;;:.# or floppy digk, inzert it now.

What do ol want the wizard bo do?

¥ {nstall the zoftware automatically [Fecommended)

£ Install from a list or specific location [Advanced)

Click Mest to continue.

< Black I Mest » I Cancel

and that you will have to install a “driver”

Hardware Installation

' E The zoftware vou are installing for this hardware:
L

G enenc volume

haz not pazzed Windows Logo testing to verify its compatibility with
thiz werzsion of Windows. [Tell e why this testing iz important)

Continuing your installation of thiz zoftware may impair
or destabilize the comect operation of your syztem
either immediately or in the future. Microzoft ztrongly
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